Module 8

Advanced Features:
Debug Tools
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Overview

« Assists in troubleshooting
the project.

- Connects to both Designer
and Runtime, as well as to

e running drivers.

Source Address rpton  Event Type.
¥ e =

22 ooves N ge: server 10212 |

1921680219501  TECKNOLOGY2S ype: Falover MansqerTEST ActionConnection Failed TEST') (Uzemamel Location Globs! OPC Client 10.
1921680219501  TECKNOLOGYZS g Name)

06-16-2020 12342204 AM 1921680219501  TECHNOLOGY2S of parameter;System (System Name s : Giobal OPC Clie

06-16-2020 812542204 AM 192.1680219501  TECHNOLOGY2S g System.T e

[
06.16-2020 812542204 AM 1921680219501 TECKNOLOGY2S (Message- Resuiting evaluation of parameter : System Triggenngtem nitalServer Address i 10212134254
0616200 812542204 A 121680219501 WestsgeEntng v —— [
o 1921680218501 (MeszageResulting evsluation of arameter  System Trggernnghem Current Connection Sate s Connectio
06-16-2020 812542214 AM 1921680218501 (Mestage-"Erahisting functcn parameser : Value 4]

06-16-2020 812542214 AM 192:1680219501 2 Message: Resulting evaluaton of paramater : Vaive 4 is
21680219501 I [Message:"Evahvating function parametes : Value 5°}

21680219501 (Meszage: Resulting evaluation of prameter  Value § s}

¢ [}
06-16-2020 812384 2168021951 TECKNOLOGY2S [Message:"Sending command request: AddTextMassage { Global ORC Client, 10.212.134 246081, Connection
06-16-2020 812552208 AM 1921680219501 TECHNOLOGY2S ActwitylogEntry  (TypeFoilover Manager TEST") {ActionRecovery StartedTEST (Username (Location Global OPC Clent 102
21680219501  TECKNOLOGY2S InfoLogEntry (Message: Bratusting Name)
0616-2020 8:12532218 AM 1921680219501  TECKNOLOGY2S [Message:"Resulting evaluaton of parameter : SystemTriggeringltem InibatSystem Name s - Gicbal OPC Cliey
06-16-2020 812352218 AM 1921680219501  TECHNOLOGY2S Message: System, Address’)

06-16-2020 812552218 AM 192.1680219501  TECHNOLOGY2S (Meszage: of parameter: Syztem Tr Addresz iz 10212134254
0616-2020 812552218 AM 1021680219501  TECKNOLOGY2S [Message:"Evahusting . . '

d [ .
06-16-2020 812552238 AM 1921680219501  TECHNOLOGYZS (Message: Resulting evaustion of paramete  System Trggeringitem Curent Cornecton State i Recovery
06-16-2020 812552238 AM 1921680219501 TECKNOLOGY2S wy (Mestage- Erahisting function parameter  Value )
06.16-2020 812552238 AM 1921680219501 TECHNOLOGY2S (Message-Reculting evaluation of parameter  Value 4 517
06-16-2020 812552238 AM 1921680219501 TECKNOLOGYZS (Message: Evahuting functicn parametes : Value 57
I I I .

06-16-2020 8:12552230 AM 1921680219501  TECHNOLOGY2S 2 [Meszage:Rezulting evsluation of parameter  Value 5 iz )

06-16-2020 812552238 AM 1921680219501 TECKNOLOGY2S _ Runtime InfoLogntry (Message“Sending command request: AddTentMesssoe ( Giobal ORC Client, 10212.134258081, Recovery S
; -

 Provides capability to filter

PR and search live data.
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Managing Connections
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Managing Connections

« Debug Tools can connect to
many different entities.

« Possible to connect to

Runtime

multiple running processes et et
. IPFusion - Logging Service
d t one t ime. lagrgﬁ_':llacssrjenw_ice
« Multiple logs from different i
. KantechEntraPass Driver
sources can be confusing. Use Contrl 8y Web Drver
. . Starcom Driver
fl |te rl ng. S?r?starSennet Dri\fer
BACnet Driver
« Add or scan for the Drmcswone
connections to observe. o Yocersbrier

« Added and scanned
connections are
automatically saved.
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Filtering Live Data
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Filtering Live Data

« Debug tools offer many options to filter the data incoming.

« Adding filters, formatting rules, and searching for specific
strings.

=, Allow Grouping Contains .

Show Group Panel

|3 Allow Moving

Drag a column header here to group by that column

Event Time Source Address  Computer Source Description  Event Type Message
06-16-2020 8:12:13:9496 AM  bwilson localhost TECHNOLOGY25 Debug Tool Connection Attempting connection to: 192.168.0.21:9501
06-16-2020 8:12:14:0004 AM  bwilson localhost TECHNOLOGY25  Debug Tool Connection Attempting connection to: 192.1680.21:9503
06-16-2020 812:14:0383 AM  bwilson localhost TECHNOLOGY25  Debug Tool Connection Connected to 192.168.021:8501
06-16-2020 8:12:14:0443 AM  bwilson localhost TECHNOLOGY25  Debug Tool Connection Connected to 192.168021:9503
06-16-2020 8:12:19:8268 AM  buwilson 192.168.021:9501 TECHNOLOGY25  Runtime InfoLogEntry {Message:*Asset is still using old Runtime Bindings: Assetld=9 | AssetType=0PC Tag®}
06-16-2020 8:12:19:8288 AM  buwilson 192.168.021:9501 TECHNOLOGY2S ~ Runtime InfologEntry {Message:"Asset touched event, AssetType: OPC Tag Id: 9
06-16-2020 8:12:19:8458 AM  buwilson 192.168.021:0501 TECHNOLOGY2S ~ Runtime InfologEntry {Message:"IPFusicn OPC Assets asset(s) selected: 9%
06-16-2020 8:12:19:8538 AM  buwilson 192.168.0.21:0501 TECHNOLOGY2S  Runtime ActivitylogEntry  (Typer'OPC Tag ITEST") fAction:"No C ion1+ Selected 1TEST} (U }{Location:"String Array"L i
06-16-2020 8:12:19:8538 AM  buwilson 192.168.0.21:0501 TECHNOLOGY2S  Runtime DebuglogEntry {Message:"CoreScreenAsset is updating visuals using CoreRuntimeBindings. Integrated System=0PCTagI0 | A
06-16-2020 &:12:19:8538 AM  bwilson 192.168.0.21:9501  TECHNOLOGY25 Runtime InfoLogEntry
06-16-2020 8:12:19:8618 AM  bwilson 192.168.0.21:9501  TECHNOLOGY25 Runtime InfologEntry {Message:"Finished building UlCollection for command table String Command Table"}
06-16-2020 8:12:19:8628 AM  bwilson 192.168021:9501 TECHNOLOGY2S  Runtime InfologEntry
06-16-2020 8:12:19:8628 AM  bwilson 192.168021:9501 TECHNOLOGY2S  Runtime InfologEntry
06-16-2020 8:12:19:8628 AM  bwilson 192.168.021:0501 TECHNOLOGY2S  Runtime InfologEntry
06-16-2020 8:12:19:8628 AM  buwilson 192.168.021:9501 TECHNOLOGY2S  Runtime InfologEntry {Message:"Evaluating function parameter : Value 37}
06-16-2020 8:12:19:8628 AM  buwilson 192.168.021:9501 TECHNOLOGY2S  Runtime InfologEntry {Message:"Resulting evaluation of parameter : Value 3 is
06-16-2020 8:12:19:8628 AM  buwilson 192.168.021:0501 TECHNOLOGY2S  Runtime InfologEntry {Message:"Evaluating function parameter : Value 47
06-16-2020 8:12:19:8628 AM  buwilson 192.168.0.21:0501 TECHNOLOGY2S  Runtime InfologEntry {Message"Resulting evaluation of parameter : Value 4 i
06-16-2020 8:12:19:8628 AM  bwilson 192.168.0.21:9501  TECHNOLOGY25 Runtime InfoLogEntry {Message:“Evaluating function parameter : Value 57}
06-16-2020 8:12:19:8628 AM  bwilson 192.168.0.21:9501  TECHNOLOGY25 Runtime InfologEntry {Message:"Resulting evaluation of parameter : Value 5 is
106-16-2020 8:12:19:8628 AM  bwilson 192.168.0.21:9501  TECHNOLOGY25 Runtime InfologEntry
06-16-2020 8:12:19:8628 AM  bwilson 192.168021:9501 TECHNOLOGY2S  Runtime InfologEntry {Message:"Evaluating function parameter : Item type’}
06-16-2020 8:12:18:8628 AM  bwilson 192.168.021:9501 TECHNOLOGY2S  Runtime InfologEntry {Message:"Resulting evaluation of parameter : ltem type is : ltem type’)
bwilson 192.168.021:0501 TECHNOLOGY2S  Runtime InfologEntry {Message:"Evaluating function parameter : System.Triggeringltem Initialitem Type')
bwilsan TECHNOILOGY2S Runtime. Infol aaFnin: {Messane:"Resulting evaluation of narameter : System Trinaerinaltem Initiakitem Tvoe is : Other."}

EfEEEEOOEDEOEEEEREHE

]

Count=1086

7Y
N4

IPFUSION



Searching the Data

« Search for specific text strings to filter the logs.

« Able to change the Search Filter formula and add different
highlighting options to make traversing the search results
easier.

Drag a column header here to group by that column

Event Time Source Address Computer Source Description  Event Type Message

3 06-16-2020 8:12:14:0393 AM  bwilson localhost TECHNOLOGY25  Debug Tool Connection Connected to 192,168.0.21:9501

4 06-16-2020 8:12:14:0443 AM  bwilson localhost TECHNOLOGY25  Debug Tool Connection Connected to 192.168.0.21:9503

897 06-16-2020 8:12:32:1406 AM  bwilson 192.168.0.21:9501 TECHNOLOGY25  Runtime InfologEntry {Message:"OPCHandler disconnected from server: 10.212.134.25 80817}
937 06-16-2020 8:12:54:2154 AM  bwilson 192.168.0.21:9501 TECHNOLOGY25  Runtime InfologEntry {Message:"OPCHandler disconnected from server: 10.212.134.25 80817}
962 06-16-2020 8:13:16:2773 AM  bwilson 192.168.0.21:9501 TECHNOLOGY25  Runtime InfologEntry {Message:"OPCHandler disconnected from server: 10.212.134.25 80817}
0987 06-16-2020 8:13:19:3667 AM  bwilson 192.168.0.21:9501 TECHNOLOGY25  Runtime InfologEntry {Message:"OPCHandler disconnected from server: 10.99,96.188 8081"}
1012 08-16-2020 8:13:22:4445 AM  bwilson 192.168.0.21:9501 TECHNOLOGY25  Runtime InfologEntry {Message:"OPCHandler disconnected from server: 10.99,96.188 8081"}
1037 08-16-2020 8:13:25:5243 AM  bwilson 192.168.0.21:9501 TECHNOLOGY25  Runtime InfologEntry {Message:"OPCHandler disconnected from server: 10.99,96.188 8081"}
1062 08-16-2020 8:13:47:5829 AM  bwilson 192.168.0.21:9501 TECHNOLOGY25  Runtime InfologEntry {Message:"OPCHandler disconnected from server: 10.212.134.25 80817}
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Filter Editor

 Create filter rules so as soon as the data is read, only the logs
that satisfy the filter show.

« Can add multiple filters to create very specific conditions.

Y Filter Editor

And @
Event Time |s greater than or equal to 06-16-2020 12:00:00:0000 AM &

I@ Show Search Panel I Find Filter

mem RSN = v

5 S

B I r |
H Highlight Results earcn Uelay
T e ot LT R R M S r o e Pt S g e 0 P prd)

Show Nav Buttons |
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Conditional Formatting Rules Manager

Rule orma Apply to the row

AaBbCVyZz

Formatting Rules

Below Average

« Add formatting to the rows
of logging entries to make
them distinguishable.

Show formatting rules for: J&l])]

dit Formatting Rule
Select a Rule Type:

Format all cells based on their values

e Create rules which will
determine what entries get
the format.

Format only cells that contain

Format only top or bottom ranked values

Format only values that are above or below average

Format only unique or duplicate values

Use a formula to determine which cells to format

Edit the Rule Description:

Format values that are:

Below the average of the column’s cell values

Preview: AaBbCcYyZz

« Apply a series of different
formats: font properties, fill
color, or an icon.

« Select if the format will be
. \ [ [normal [ [Mormal B
applied to the whole row or = e g
just a specific data column. S
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Formatting Rules: Result

Data

Search

Drag a column header here to group by that column

Event Time Source Address Computer Source Description  Event Type Message
u -

2]

2T ALETE NMULOGY. untime \Viessage: tvaluating function parameter : Value
06-16-2020 8:12:21:9070 AM 192.168.0.21:9501 TECHNOLOGY25  Runtime {Message:"Resulting evaluation of parameter: Value 3 is : "}
06-16-2020 8:12:21:9070 AM 192.168.0.21:9501 TECHNOLCGY25  Runtime {Message:"Evaluating function parameter : Value 47}
06-16-2020 8:12:21:9070 AM 192.168.0.21:9501 TECHNOLOGY25  Runtime {Message:"Resulting evaluation of parameter : Value 4 is : ."}
06-16-2020 8:12:21:9070 AM 192.168.0.21:9501 TECHNOLOGY25  Runtime {Message:"Evaluating function parameter : Value 5%
06-16-2020 8:12:21:9070 AM 192.168.0.21:9501 TECHNOLOGY25  Runtime {Message:"Resulting evaluation of parameter: Value 5is:."}
06-16-2020 8:12:21:9070 AM 192.168.0.21:9501 TECHNOLOGY25  Runtime {Message:"Sending command request: AddTextMessage ( Asset Type Name, OPC Tag, ., ). Target Id: Panellte
06-16-2020 8:12:21:9070 AM 192.168.0.21:9501 TECHNOLOGY25  Runtime {Message:"Evaluating function parameter : Is Selected”}
06-16-2020 8:12:21:9070 AM 192.168.0.21:9501 TECHNOLOGY25  Runtime {Message:"Resulting evaluation of parameter: |s Selected is : |s Selected.”}
06-16-2020 8:12:21:9070 AM 192.168.0.21:9501 TECHNOLOGY25  Runtime {Message:"Evaluating function parameter : System.Triggeringlter.Initial:ls Selected”}
06-16-2020 8:12:21:9070 AM 192.168.0.21:9501 TECHNOLOGY25  Runtime {Message:"Resulting evaluation of parameter : System.Triggeringltem.Initial:ls Selected is : True."}
06-16-2020 8:12:21:9070 AM 192.168.0.21:9501 TECHNOLOGY2S  Runtime {Message:"Evaluating function parameter : Value 3%
06-16-2020 8:12:21:9070 AM 192.168.0.21:9501 TECHNOLOGY25  Runtime {Message:"Resulting evaluation of parameter: Value 3 is : "}
06-16-2020 8:12:21:9070 AM 192.168.0.21:9501 TECHNOLCGY25  Runtime {Message:"Evaluating function parameter : Value 47}
06-16-2020 8:12:21:9070 AM 192.168.0.21:9501 TECHNOLOGY25  Runtime {Message:"Resulting evaluation of parameter : Value 4 is : ."}
06-16-2020 8:12:21:9070 AM 192.168.0.21:9501 TECHNOLOGY25  Runtime {Message:"Evaluating function parameter : Value 5%
06-16-2020 8:12:21:9070 AM 192.168.0.21:9501 TECHNOLOGY25  Runtime {Message:"Resulting evaluation of parameter : Value 5 is : "}
06-16-2020 £:12:21:9070 AM 192.168.0.21:9501 TECHNOLOGY25 Runtime {Message:"Sending command request: AddTextMessage ( Is Selected, True, ., ). Target Id: Panelltem-3, Type:
06-16-2020 8:12:22:1379 AM 192.168.0.21:9501 TECHNOLOGY25  Runtime {Message:"Asset is still using old Runtime Bindings: Assetld=5 | AssetType=0PC Tag"}
06-16-2020 8:12:22:1399 AM 192.168.0.21:9501 TECHNOLOGY25  Runtime {Message:"Asset touched event. AssetType: OPC Tag Id: 57 o
06-16-2020 8:12:22:1399 AM 192.168.0.21:9501 TECHNOLOGY25 Runtime {Message:"IPFusion OPC Assets asset(s) deselected: 5"}
06-16-2020 8:12:22:1399 AM 192.168.0.21:9501 TECHNOLOGY25 Runtime {Message:"IPFusion OPC Assets asset(s) selected: 5%}
06-16-2020 8:12:22:1419 AM 192.168.0.21:9501 TECHNOLOGY2S Runtime ActivityLogEntry {Type:"OPC Tag1TEST "} {Action:"No Communication1"},{Username:}, {Location:"Integer]”},{CommandStatus:Ste
06-16-2020 8:12:22:1419 AM 192.168.0.21:9501 TECHNOLOGY25  Runtime DebuglogEntry {Message:"CoreScreenAsset is updating visuals using CoreRuntimeBindings. Integrated System=0PCTaglO | £
06-16-2020 8:12:32:1406 AM i 192.168.0.21:9501 TECHNOLOGY25  Runtime InfologEntry {Message:"OPCHandler disconnected from server: 10.212.134.25 80817} -
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Customizing Live Data
Layout
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Customizing Layout

» The live data area can be customized to include row lines,
additional data columns, log count summaries, and grouping
similar data together.

« Show simple layout options like a row indicator, and horizontal
and vertical column lines can be enabled.
 Pressing the Reset option reverts all changes back to default settings.
 Alternate Row Count and Color are not implemented.

E (& Show Indicator  Alternate Row Color LightBlue @Reset
S p] [=! Horizontal Lines Alternate Row Count | 2 _

@ Vertical Lines

Source Address
874 06-16-2020 8:12:21:9070 AM  bwilson 192.168.0.21:9501
7 _,\ 875 06-16-2020 8:12:21:9070 AM  bwilson 192.168.0.21:9501
\X} 876 06-16-2020 8:12:21:9070 AM  bwilson 192.168.0.21:9301
BT7  06-16-2020 8:12:21:9070 AM  bwilson 192,168.0.21:9301

IFFUSIUn 878 08-16-2020 8:12:21:9070 AM  bwilson 192.168.0.21:9501



Customizing Layout — Data Grid

« Show the newest data rows at the top.
« Expand or collapse the displayed information in each row.
« Show or hide a navigation panel and a summary panel.

« Summary panel can be edited to show the what data is Iogged
the most and the least.

[=E  Order and Alignment

Auxiliary 1
Auxiliary 2
Computer
Event Time
Event Type
Id
Message

Received Time
Source Address
Source Description
Source Type

User

Show row count

Count=1086, Max of Event Type is WamningLogEntry, Max of Source Type is Application

7R
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Customizing Layout — Data Grid

« Rows can be viewed either collapsed or expanded

« The expanded format can provide further information

I 15308 Ub- 1b-2020 S 5:04049500 AM bwilson
H 1309 06-16-2020 8:43:54:9817 AM  bwilson
1310 06-16-2020 8:43:54:9897 AM  bwilson
1318 06-16-2020 8:45:10:0065 AM  bwilson
1319 06-16-2020 8:45:10:0075 AM  bwilson
E 1320 06-16-2020 8:45:10:0084 AM  bwilson

1YL 108U Y01
192.168.0.21:9501
192.168.0.21:9501
192.168.0.21:9501
192,168.0.21:9501
192.168.0.21:9501

ITELHMULLRaY LD
TECHNOLOGY25
TECHNOLOGY25
TECHNOLOGY25
TECHNOLOGY25
TECHNOLOGY25

Runtime
Runtime
Runtime
Runtime
Runtime

Runtime

InfoLogEntry
InfologEntry
ActivitylogEntry
InfologEntry
InfologEntry
ActivitylogEntry

{Message:"Milestone asset|s) deselected: 337}

{Message:"Milestone asset(s) selected: 337}

{Type"Milestone Camera Asset™) [Action:"Recording™},{Username] {Lacation:"Shop 217} {CommandStatus:Stat
{Message:"Asset touched event. AssetType: Camera Id: 337}

{Message:"Milestone asset(s) selected: 337}

{Type:"Milestone Camera Asset™} [Action:"Recording +Selected”}, {Usernamey {Location:"Shop 21"} {Command!

—
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Customizing Layout: Columns

« Customize the columns section of the live data area.

« Show or hide headers, and enable or disable column moving,
resizing, and sorting.

 Can also add additional columns to display more information.

« Column Moving must be enabled to do this.

Column Chooser X

R
(8] Menu Enabled | 5] Allow Resize
S (o Show Headers |18 Allow Sor o

0

[EQl Source Description

9

0
o0 O
N

v
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Customizing Layout: Grouping

« Can also group columns together to display data in a specific

organized fashion.

« Can group multiple columns together as well.

‘= Allow Grouping|
| = Show Group Panel |
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e Description

Id Event Time

Event Type: ActivityLogEntry
Event Type: Connection

Event Type: DEBUG

Event Type: DebuglogEntry
Event Type: ExceptionLogEntry
Event Type: INFO

Event Type: InfoLogEntry

Event Type: WarningLogEntry

1164 06-16-2020 8:42:31:5820 AM
1168 06-16-2020 8:42:31:3830 AM
1175 06-16-2020 8:42:31:3910 AM
1177 06-16-2020 8:42:31:3910 AM
1179 06-16-2020 8:42:31:3920 AM
1181 06-16-2020 8:42:31:3940 AM
1188 06-16-2020 8:42:31:3960 AM

Message

bwilson
bwilson
bwilson
bwilson
bwilson
bwilson
bwilson

Drag a column header here to group by that column

Source Address

192.168.0.21:9501
192.168.0.21:9501
192.168.0.21:9501
192.168.0.21:9501
192.168.0.21:9501
192.168.0.21:9501
192.168.0.21:9501

Computer

TECHNOLOGY25
TECHNOLOGY25
TECHNOLOGY25
TECHNOLOGY25
TECHNOLOGY25
TECHNOLOGY25
TECHNOLOGY25



Saving and Loading Layouts
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Saving and Loading Layout

 Alongside the formatting rules and filters, the column, grouping, and
navigation and summary panel data settings can be saved and loaded
as a layout .xml file.

- Utilize different layouts and formats depending on the project and
your preferences.

« Note: Visibility and Allow properties are saved via the application.
« When you open the application next time, it will remember these

settings.
E '@\l Show Indicator Alternate Row Colar |  LightBlue . @ Reset
o | =] Horizontal Lines | Atternate Row Count |0 B
11| Vertical Line: Site Layout
Save Layout x
Layout Name:
] [
Drag a column
7 X\
A4
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Exporting
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Exporting Logs

« The current logs and data can both be printed or exported as a
separate file (txt or csv).

« Use these tools to create records of logs that can easily be
referenced and looked into by integrators and developers.

Text File
| [E CSVFile|
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Saving to File
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Saving to file

* Instead of live capturing the data, the logs can be saved to a
file.

« Select and add the necessary information in the Options
window.

« Useful if you cannot actively look at the data at the same time
but still want to continuously log all the activity and debugging
messages for later inspection.

File Options
Wirite to File
Folder Path:

CA\Program Files (x86)\PFusion\Application\Tools’

File Rollover

New File After MB
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Module 8 Complete
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